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TOPICAL ISSUES OF THE ESTABLISHMENT AND FUNCTIONING OF SPECIAL
STATE ORGANIZATIONS TO FIGHT AGAINST THE INTERNET FRAUD
IN DIFFERENT COUNTRIES OF THE WORLD

Sabadash V.P., candidate of law, associate professor
Zaporizhzhya national university (sabvp@mail.ru)

The article deals with topical issues of combating online fraud by analyzing the activity of the state
special organizations of such leading countries of the world as the USA, Great Britain, Russia,
France, Germany and some other countries, that have gained an extensive experience in the
establishment and functioning of such departments and organizations which can be used for
creating similar services in other countries.
Key words: Internet fraud, fight, prevention, special department, special organization, investigation,
crime, cybercrime, information technology.

Cabamamr B.II. AKTYAJIBHBIE BOIIPOCbI CO3JJAHUSA W ®YHKIHWOHWPOBAHUA
I'OCYJIAPCTBEHHBIX CIIELIUAJIBHBIX OPTAHM3ALIUIM 10 BOPHBE C MHTEPHET-
MOIIEHHUYECTBOM B PA3JIMYHbIX T'OCYIAAPCTBAX MUPA / 3anopoxckuid
HalMOHAJIbHbII YHUBEPCUTET, Y KpauHa
B crarbe paccmaTpuBarOTCs aKTyallbHbIE BOIPOCHI IIPOTUBOAEHCTBUS MHTEPHET-MOILIEHHUYECTBY
IIyTeM aHaJMu3a JAEATEIbHOCTU T'OCYJApPCTBEHHBIX CIELUAIbHBIX OPraHU3alUil TAKUX BEIYLLIUX
crpan mupa, kak CIIA, BenukoOpuranus, Poccuiickas ®enepanus, ®panuus, [epmanus u
HEKOTOPBIX JpPYTUX CTPaH, B KOTOPBIX HAKOIUIEH OTPOMHBIA ONBIT MO CO3JaHHI0 H
(DYHKIIMOHNPOBAHHUIO TAKHX TIO/IPA3/ICICHNI 1 OpraHn3alyii, KOTOPbI MOKHO HCIIOJIB30BaTh MPH
CO3JJaHUH aHAJOTUYHBIX CIIYKO B IPyTrUX CTpaHAX MHUpa.
Kniouegvie  cnosa:  unmepnem-mowiennuuecmeo, 0Oopvba,  npomusooelicmeue,  CREYUaibHble
noopasoenenus, Cneyuaibhble Opeanu3ayull, pacciedosaunue, npecmynienue, KubepnpecmynHocmoy,
UHPOPMAYUOHHBIE MEXHOIOUU.

Cabamamr B.II. AKTYAJIbHI T[HWTAHHS CTBOPEHHA TA @YHKIIOHYBAHHSA
JIEPXKABHUX  CIIELJAJIbHUX OPTAHIBAL[IIA T1IO BOPOTHBI 3 IHTEPHET-
[IIAXPAVICTBOM VY PI3HUX JIEP)KABAX CBITY / 3anopi3bkuii Hal[ioHanbHHil yHiBEpCHTET,
VYkpaina

VY cTarTi po3risAAalThCS aKTyallbHI MUTAHHS TPOTUAIl IHTEPHET-IIAXPAWCTBY MUIIXOM aHAJi3y
TiSUTBHOCTI JIep’KaBHUX CIELIaNbHUX OpraHizalliif TakWx NpoOBITHUX nepkaB cBitTy, sk CIIA,
BenukoOpuranis, Pociticekka ®@enepartis, @paniis, HimedunHa Ta IesKUX 1HIIUX JIEPKaB, y SKAX
HaKOMMWYEeHO BEIWKHWH JIOCBiJ] MO0 CTBOPEHHS Ta (YHKIIOHYBAHHS TaKWX IiIPO3IUTIB Ta
oprasizartiii.

OpHiero 3 0COONMBOCTEN CTBOPEHHS TAKUX JIEPKABHUX CHEIIAIbHUX OpraHi3aiiil € Te, 10 BOHH
CTBOPIOIOTHCS JIepXKaBaMHU y CKJIaJi EHTPaJbHUX OpraHiB Biaan: MiHicTepcTs, BimoMcTB, Ciryx0
6esmekn Tomo. Tak, y Pociiicekiit @eneparttii — me bropo cnemianbHUX TeXHIYHHX 3axoniB MBC
Pocii, 10 cTpykTypH sIKOTO yBidIo YrpaBmiHHS «K».

Y BenukoOpuTaHii NMUTaHHAMH OOpOTHOM 31 3MOYMHAMH y cdepi BHUCOKHX TEXHOJIOTIH IO
OCTaHHBOTO 4Yacy 3aiimainocs HamioHampHe AreHTCTBO 1O 0OpOTEOI 3 OpraHi30BaHOIO
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snounnnicTio (SOCA). Ha choroanimuiii geap SOCA (sik ananor ®BP CIIA) e camoctiiiHum
(opranizamiiHO HE3aJCKHHM) MDKBIIOMYHM JCp)KaBHUM MPAaBOOXOPOHHHAM OPTaHOM Ypsay
006’ennanoro KopomiBeTBa, mo ¢opmaibHO BigHeceHWH a0 MiHicTepcTBa BHYTPIIIHIX CIIPaB,
SIKMIA 3IACHIOE CBOKO IISUTBHICTH y MekaxX ycboro O0’emnanoro KopomiBeTBa Ta criBmparfroe
(uepe3 #oro MepeKy MIKHAPOIAHUX TPEICTABHUNTB) 3 OaraTbMa 3apyOiKHUMH ITPABOOXOPOHHUMHU
opranamu Ta crerciayx6amu. 3 1 sxoBtHA 2013 poky ¢ymkmii SOCA B wacTuHi 60pOTHOU i3
KOMIT'FOTEPHOIO  3JIOYMHHICTIO  TepenaHi  HamioHanbHOMY — HiAPO3AUTY  NPOTHUCTOSHHS
kibep3nounHam HaiioHaabHOTO areHTcTBa 1o 6OPOTHOI 31 3JIOUUHHICTIO.

BaxnmBa ponp y nporuaii maxpaiictBy BenukoOpuTaHii BiIBOAMTBCS TaKOXK CIELIAILHOMY
ynpasiiaHio KoponiBebKkoi MpoKypopcehkoi cinyx0u, a came — LleHTpanbHiil rpymi 3 npotumuii
HIaXpanucTBy, CHELIaNICTH SIKOi (POKYCYIOTh CBOI 3yCHJUIS Ha MiITPUMaHHI OOBHHYBA4YCHHS Y
crpaBax Ipo BEJUKI i CKIaHI maxpaiicTsa.

Haii0inpmn posramyxeHa cucTeMa JAep KaBHUX CIEI[ialbHIX OpTaHi3alliil oo MpoTH i iHTepHeT-
mraxpaiicTBy icHye y Cromyuenux Illtarax AMepukw, Ae MUTaHHAMH OOPOTHOH 31 3J0YHHAMH Y
ctepi BUCOKHX TEXHOJOTIH 3aliMaroThcsa ACKiNTbKa CHEUiadbHHUX JepKaBHUX opraxizamiit. [lo-
nepmre, e Penepanpae Oropo poscmigysanHs (FBI), y ckmanmi sikoro y 1996 pormi ctBopeHO
Ki6epmimposain (Cyber Division FBI). Kpim Toro, y ckmani Minictepcta ¢inancis CIIA nie
Cekperna ciyxba CIITA (US Secret Service), sika TpOBOIUTH pO3CiijyBaHHs (HiHAHCOBUX
3JI0YMHIB 32 JIEKIIbKOMa HaNpsIMKaMH () iHaHCOBOT HAIPABJICHOCTI.

Po3risiHyTO Takok 0coOMMBOCTI (PYHKIIOHYBaHHS JIep)KaBHUX CIICLIaIbHUX OpraHi3aliil B iHIINX
JiepKaBax CBITY, TakuX, sik @pannis, Himeuunna, Kanana, [amis.

JlocBi CTBOpEHHs TaKuWX Oprasizaimiii Oe3lepeyHO MOYKHA BUKOPHUCTOBYBATH NPU CTBOPCHHI
AHAJIOTIYHUX CITYXKO B IHIINX JEp)KaBax CBITY.
Knouogi crnosa: inmepuem-waxpaiicmeo, 6opomvda, npomudis, cneyianbi niopo3oinu, cneyianibHi
opeanizayii, po3cai0y8ans, 3104YUH, KiOep3loYUHHICIb, IHpOpMayiini MmexHo102ii.

Today a variety of high-tech devices are used in everyday life — plastic cards, mobile phones,
tablets and computers. New models, programs and services are being developed. All these
things make our lives better, but they require certain skills and knowledge. Modern society
has become more technologically dependent.

However, along with development of high technologies, new types of fraud aimed at
appropriation of citizens’ funds are coming into existence. This, in its turn, sets tasks of
combating such fraud actions by the society and law-enforcement bodies. In particular it
concerns the global Internet, which knows no borders and allows fraudsters to carry out their
criminal plans at a distance. Even a new term "online fraud" has come into use.

So, the purpose of this article is to research the issues of establishment and functioning of
special units combating the Internet fraud in different countries of the world with the aim of
borrowing the accumulated experience of law-enforcement and non-governmental
organizations’ activities.

Having studied the scientific issues of the problem of combating the Internet fraud by the
establishment of special units to fight against such criminal actions we have come to a
conclusion that no special research of these issues has been made at present stage. However, it
should be noted that some aspects of fighting against computer crimes have been considered
by D.S. Azarov, J.G. Baturin, P.D. Bilenchuk, M.S. Vertuzaev, V.B. Vekhov, A.G. Volevodz,
V.0O. Golubev, M.D. Dechtiarenko, E.l. Panfilova, O.G. Popov, N.A. Selivanov and some
others.

It should be noted that today some special state organizations, responsible for fighting against
crime in the field of high technologies, including different aspects of combating online fraud,
have been established.

These types of organizations are traditionally regarded as organizations and units created by
the states and included into central bodies of power: Ministries, Departments, Security
Service bodies, etc.
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For example, in the Russian Federation it is the Bureau of Special Technical Measures of the
Ministry of Home Affairs of Russia, which includes the "K" department.

Nowadays the activity of this unit is aimed at suppression of different illegal actions. First of
all it concerns crimes in the field of information technologies — such as fighting against crimes
in the sphere of computer information, prevention of unlawful actions in the information and
telecommunication networks, including the Internet, fighting against international crimes in
the sphere of information technologies. One of the directions of the "K" department of the
Bureau of Special Technical Measures of the Ministry of Home Affairs of Russia is fraud
preventing measures in using electronic payment systems [1].

In the USA some special governmental organizations deal with the issues of fighting against
crimes in the field of high technologies.

First of all, it is the Federal Bureau of Investigation (FBI), which included the Cyber Division
created in 1996. This unit operates possessing rights of a separate body in the structure of the
FBI and has four divisions, one of which deals with fighting against any kinds of fraud [2,
p. 115].

In addition, the U.S. Treasury Department includes the U.S. Secret Service that investigates
financial crimes in three directions:

- Crimes against the financial system (crimes against financial institutions (bank fraud),
fraud with the use of electronic means of access (credit cards), money laundering);

- Crimes with the use of electronic equipment (computer fraud, fraud against telephone
companies);

- Fraud against governmental financial programs (the U.S. Treasury bonds, manipulations
with electronic funds transfer, other schemes) [2, p. 116].

In 2001 on the initiative of the Association of Chief Police Officers (ACPO) the National High-
Tech Crime Unit (NHTCU) of the United Kingdom, Switzerland and Northern Ireland was
created in the UK.

NHTCU dealt with investigating of such Internet crimes as hackings, viruses spreading,
online fraud and other crimes in the sphere of high technologies connected with the use of
computers and telecommunication equipment [3].

On April 1, 2006 governed by the Law "On Serious Organized Crime and Police", 2005, the
National Agency for combating organized crime (Serious Organised Crime Agency — SOCA)
was created having transferred the functions of departments and offices of several law
enforcement agencies of the UK: of the National Crime Squad (NCS), of the National Hi-
Tech Crime Unit (NHTCU), of the National Criminal Intelligence Service, of the department
that deals with detection and investigation of crimes in the field of illegal use of drugs (HM
Revenue & Customs — HMRC). In 2008 the Assets Recovery Agency joined the Serious
Organised Crime Agency. At the same time the Serious Fraud Office remains a separate unit.

Today SOCA (similar to the Federal Bureau of Investigation of the USA) is a separate
(independent organization) interdepartmental state law-enforcement agency of the UK
Government, formally belonging to the Ministry of Home Affairs. It carries out its activity on
the territory of the United Kingdom and cooperates (through the net of international offices)
with many foreign law-enforcement and intelligence agencies [4].

It should be mentioned that since October 1, 2013 SOCA functions in regard to fighting
against computer crimes have been transferred to the National Cyber Crime Unit (NCCU) of
the National Crime Agency (NCA) under Articlel of the so-called "Bill of Crimes and
Courts" of the UK [5].
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An important role in fraud prevention in the UK is also played by a special department — the
Crown Prosecution Service (CPS), namely by the Central Group of fraud prevention experts
focusing their efforts on maintaining the prosecution of large and serious frauds [6].

In Germany, a special group fighting against crimes in the field of high technologies (AG EDV)
was created as part of the Munich police department in 1994. Later a group “Technology” was
created as part of the federal police of Germany. It includes more than 60 employees of the
criminal police, technicians, engineers and scientists of different specialties. Their tasks are both
independent investigation of high-tech crimes (including fraud) and promotion the work of
other departments, research and development of new software and hardware for the police,
international cooperation [2, p. 118].

In France, a service to combat abuses in the field of information technologies (SEFTI) was
established in 1994. This unit is accountable to the Paris Criminal Police Office, and its
responsibility is to fight against "intelligence" piracy and “hacking". The department of
economic and financial cases of the Criminal Police (SDAEF) investigates economic crimes
in the Internet. The main task of the Special Squad of Payments Fraud (BFMP) is
identification of offenses connected with the use of plastic payment cards [2, p. 118].

In Canada, the responsibility to combat computer crimes belongs to the department of
economic crimes (CCS) of the Royal Canadian Police. Its agencies are established in all large
cities of the country (the agency includes at least one employee — an expert in a computer
crime investigation). Another responsible department is the High Tech Crime Forensics Unit
(HTCFU) of the Royal Police head office in Ottawa [2, p. 122].

In India, the Central Bureau of Investigation (CBI) deals with e-crimes. The Cyber Crime
Research & Development Unit (CCRDU) has been functioning in its structure since 2000.
The department CCRDU is engaged in collecting, storage and analyzing information on
Cybercrimes [2, p. 123].

In Ukraine, a rather developed network of special units (being part of central authority bodies)
has been established. It deals with combating computer crimes.

Thus, in 2001 the units to combat crime in the field of intellectual property and high
technologies were set up in the structure of the State Service to Combat Economic Crimes at
the Ministry of Internal Affairs. The main aim of these units is to fight against crimes in the
field of computer information, electronic payments and telecommunications.

Today, after some reorganization, the Department to Combat Cybercrime has been established
in the structure of the Ministry of Internal Affairs of Ukraine. It is an independent unit within
the Criminal Police of the Ministry of Internal Affairs, which ensures implementation of the
state policy in the sphere of combating cybercrime under the Ukrainian legislation. It
organizes and carries out investigative activity within its competence and according to the
law.

The main tasks of the Department, according to the Resolution regulating its activities are:

1.  Participation in the development and ensuring the fulfillment of the state policy on
preventing and combating criminal offences that were prepared, committed or
concealed with the use of computers, systems and computer networks and
telecommunication networks (in the areas of payment systems; circulation of illegal
information with the use of computers, systems and computer networks and
telecommunication networks (illegal content); economy which includes financial and
commercial transactions conducted via telecommunication networks or computer
networks, as well as prevention of economic activities prohibited in this sphere (e-
commerce), the provision of telecommunications services, as well as fraud and
legalization (laundering) of profits got from the above-mentioned criminal offenses.
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2. Assistance in prevention, detection and termination of criminal offenses, as well as in
pre-trial investigation in the way regulated by the laws of Ukraine, by the Ministry of
Internal Affairs of Ukraine and by other units.

Besides the Department, some cases of fighting against cybercrimes are being handled by
other divisions of the Internal Affairs bodies of Ukraine in close cooperation with other
divisions of law-enforcement bodies.

For example, the responsibility of the Chief Department to Combat Organized Crime (CD
COC) at the Internal Affairs Ministry of Ukraine is to organize the work in the regional
subdivisions COC to combat organized criminal groups committing computer crimes, as well
as informing the divisions of the Department to Combat Cybercrime about the leaders and
members of organized criminal groups.

The responsibility of the criminal investigation divisions preventing offenses in this field
includes implementation of measures aimed at solving crimes when, for example, electronic
payment funds were the subject of the crime.

The units of the public security police must also inform the divisions of the Department to
Combat Cybercrime about the individuals involved in crimes with illegal use of payment
cards and other fraudulent actions on the Internet.

In addition, the structure of the Central Administration of Security Service of Ukraine
includes the Department of counterintelligence protection of the state interests in the field of
information security. The National Security Council of Ukraine (NSCU) includes the
Interdepartmental Scientific Research Centre to fight against organized crimes. One of its
main tasks is to analyze and forecast the transformation of organized crimes in Ukraine under
conditions of informatization and globalization.

In this way, specialized divisions dealing with detection, investigation of computer crime, as
well as gathering information on this issue at the national level have been established in many
countries around the world. These are specialized national police units that are at the core of
the counterforce against international computer crimes.

To the point, to ensure getting information from other countries quickly and in an available
format (language of the message, specific terms, codes of the crimes, etc.) by national
specialized units, as well as for a rapid exchange of such information between countries, the
Interpol General Secretariat recommended all countries — members of the organization to
create National Central Reference Points and to appoint special staff to work with the
information on Cybercrime in 1994. Currently, these points have been created in most
countries — members of the organization (usually such points are created in the Office of the
National Central Bureau of Interpol or in specialized units dealing with computer crimes or
economic crimes) [7, p. 211].

Taking into consideration transnational nature of computer crimes, the experience of the
leading countries in gathering, research and exchange of information on the Internet fraud,
computer incidents and cyber threats, can be used in other countries.
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